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For an interesting definition of the term "cyber-terrorism", see http://bit.ly/16rUw3i. 19 The meaning of the term "data" in this context is different from that in the more usual context of computer data. Here the term data means the electronic representation of information in any 1003-1006. 21 This paper acknowledges that information safeguarding extends beyond CIIs. In particular, information protection also encompasses inter alia authentication or validation and identity management processes. 22 Okhravi et al 2012 IJCIP 30. 23 Article 1(a) of the Council of the European Union Framework Decision on Attacks Against Information Systems (2005) [hereinafter referred to as Council Framework Decision
The structure of the paper is straightforward: Section 2 discusses the notion "critical databases". The analysis includes an examination of a number of concepts that have relevance to the study of critical databases. Section 3 describes the different approaches to the safeguarding of critical databases. The approaches adopted and implemented by the OECD and South Africa, amongst others, will be investigated.
Section 4 investigates the importance of the risk-based approach to safeguarding CIIs. Lastly, section 5 of this paper draws conclusions.
2
Critical databases
Background to the study
It is difficult to give a concise and accurate description of the term "critical database". Any attempt to do so should probably begin with scrutinising the 25 The OECD is formally referred to as the Organisation for European Economic Cooperation or OEEC. It is an intergovernmental body that was established in 1961. The OECD currently has 34 member countries that continuously identify, discuss and analyse global challenges and problems, and promote policies to address those challenges and solve those problems. The critical nature of databases requires the taking of steps to preserve their integrity and quality. Their preservation is often guarded in ordered to alleviate the impact of outside attacks. The steps to preserve the integrity and quality of databases are discussed in the section below.
web user into surrendering private information that will be used for identity theft (see Granova and Eloff 2005 Computer Fraud and Security 6).
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West "Preventing System Intrusions" 39.
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Section 1 of the ECT Act.
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The relevant Minister is the Minister of Communications.
42
See s 1 of the ECT Act. 
Protecting critical databases
In modern times, attacks or threats of attacks to critical databases have become more pervasive and widespread. It is argued that these attacks or threats existed long before the 9/11 attacks that occurred in the US. 46 A scrutiny of the protection paradigms of critical databases reveals that they are generally only as strong as their weakest elements. 53 Put differently, outside attacks will continue to take place as long as technologies continue to develop. 54 The OECD recognises this fact, which is why it developed an all-encompassing framework to alleviate the attacks to critical databases. 55 In the terminology of the OECD the measures are referred to as the structure to protect CIIs.
Section 3 below is divided into two parts. Part 3.1 discusses the OECD structure to protect CIIs. Part 3.2 reviews the South African approach to safeguarding CIIs.
Approaches to securing CIIs

The OECD approach
The OECD framework to protect CIIs has four essential components or elements, 56 namely prevention, detection, response and recovery. No particular order is necessarily followed in addressing each of these elements, but it is generally accepted that each one element builds on the others. 57 This paper therefore delves into the meaning and importance of these elements in relation to the safeguarding of CIIs. FICA defines a business relationship as an arrangement between two or more parties which is entered into for the purpose of concluding transactions on a regular basis (s 1 FICA).
Prevention
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A transaction is a transaction which is concluded by or between two or more parties in accordance with the type of business relationship carried out (s 1 FICA).
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Section 1 FICA defines a single transaction as a transaction other than a transaction which is concluded in the course of a business relationship.
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Sections 21 (1) and (2) An overview of the South African structure to safeguard CIIs is set out below. The section below describes in general terms the approach that South Africa is adopting to assess and forecast attacks on CIIs. The notion "risk" derives from the Italian verb risicare, 126 which means "to dare".
127
The verb risicare is used in the Italian proverb chi non risica, non rosica which translates in English into "nothing ventured, nothing gained". 128 Some scholars believe that the idea of risk was seriously considered during the Italian Renaissance, 129 when the concept of risk was developed as mathematically astute gamblers sought to "unlock the mysteries of dice throwing".
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This paper submits that the structure of the risk-based theory is comparable to the risk management framework. For example, the risk-based theory discards a onesize-fits-all approach to regulation and accepts that a holistic and elastic regulatory framework is indispensable. This framework focuses on the number and degree of risks related to a particular event. It presupposes that certain facts or circumstances are unknown, and that the unknown facts should be evaluated by means of a risk- The South African National Cybersecurity Policy (GN 118 GG 32963 of 19 Feb 2010) .
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The proposal for a one-size-fits-all approach to a process to identify and classify CIIs is implicitly advocated by Von Solms. See Von Solms "Securing the Internet" 2-3. 
